
This White Paper has been updated to share the results of a 
recent survey from Origo, uncovering the current attitudes 
and business practices toward data security within the 
Financial Services industry. 

More than 60 billion email messages are sent across the world 
via the internet every day, that’s nearly 70,000 emails being 
sent every second. 

What’s more, a separate study1 in 2013 found that typical 
email users spend 149 minutes per day using email for work 
purposes. This is more than all other forms of communication 
combined (telephone 66 minutes, instant messaging 29 
minutes, social media tools 10 minutes)

As such, despite the growth of social platforms in the last 
few years, email remains the essential communication tool 
in the financial services industry for the foreseeable future. 

Consequently, given the enormous target that financial 
services firms and their customers represent to cybercriminals, 
email security should be of utmost importance to decision 
makers. Although email threats pervade all industries, financial 
services firms face perhaps the most serious risk. 

This established and ever growing way of contacting one 
another is essential for any business yet it is a key area in which 
organisations are highly exposed to risk. 
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1. The Critical Need for Encrypted Email and File Transfer Solutions – Osterman Research

Executive Summary

www.origoservices.com/securemail

‘Attitudes toward data security within 
Financial Services currently do not  
reflect the potential risks’



Key findings

Origo conducted a survey to highlight current attitudes toward 
data security with Financial Services during June – August 2014 
Respondents represented a broad spectrum of financial 
institutions, and more than half of respondents were senior 
management and above, across organisations of varying sizes.

The results highlighted that attitudes toward data security 
within Financial Services currently do not reflect the  
potential risks

In general, large organisations are more confident in their 
data security, with half stating that their customer data is very 
secure, however this is not representative of the wider study, 
where, overall, less than one third of respondents considered 
data to be very secure.

Losing devices such as memory sticks, papers and mobile 
phones was seen as the highest perceived risk to sensitive  
data, while one in five employees did not know which  
methods were used to protect such data.

Worryingly, 8 out of 10 large companies exchange sensitive 
data on a daily basis, with over one third (35%) stating that 
they never secured emails prior to sending internally or  
outside their business.

Moving onto responsibility for protection of data, this 
responsibility was perceived as spread over a variety of roles, 
with 30% believing that the employee was responsible,  
while 29% believed the Data Protection Officer was 
responsible, and 15% believed the Chief Executive  
Officer was actually responsible.

It is interesting to note that over 50% of respondents believed 
there was a culture of ‘someone else’ being responsible, 
suggesting a lack of communication and training around the 
issue of data protection. This goes some way to explaining why 
40% were unsure what the maximum penalty for mishandling 
of data. (The ICO can issue fines of up to £500,000 for serious 
breaches of the Data Protection Act and Privacy and Electronic 
Communications Regulations). 

In addition a quarter of companies never update employees 
about management of sensitive data - which should be 
regarded as something of a worry.

It’s not all gloomy news however, as some companies 
employ good practices such as hosting compulsory quarterly 
e-learning modules for all staff, while some are very stringent 
on data security and the control of data leaving the building.

In conclusion

• Responsibility for data security is perceived as spanning a   
 range of job roles, and there’s a belief that it can sometimes  
 fall ‘between the cracks’

• A range of methods are currently employed to protect   
 sensitive data, but a significant minority don’t know what   
 measures their company is taking.

• Relatively few employees believe that sensitive data is very  
 secure within their organisation.

• Education around data security could be improved across  
 the industry
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1. Survey results – Attitudes toward data security within Financial Services
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Frequency of personal/sensitive data  exhange between  
company and third parties.

Over half think there is a culture within the industry of someone  
else being responsible.



The number of customer data loss incidents reported to the 
FCA has increased significantly in the past year2, with 13 
reported major incidents where firms have lost customer  
data or had it stolen. This is up from just three incidents the  
previous year. 

The incidents include stolen or lost laptops, cyber-attacks on 
company systems, client data being sent to wrong addresses, 
‘phishing’ exercises and lapses in customer identification 
procedures.

Email remains a critically important tool for financial services 
firms’ communications, both internally and with customers,  
but the financial services industry represents a large and 
lucrative target for cybercriminals, and can be successfully 
exploited if email security is not maintained at a very high level.

The consequences associated with poor email security are 
potentially enormous and can include direct financial loss, 
loss of corporate reputation, loss of legal judgements, and 
increased internal costs.

Growing need for encryption

Ever increasing sophistication of cybercriminals, along with 
heightened regulatory focus, and the general enforcement of 
data risks associated with data leakage, are all elevating the 
need for securing email as critical best practice. 

‘Encryption methods must be  
easy to use for both sender  
and recipient’

The goal is to secure content – with encryption as the 
approach. However, encryption methods MUST BE EASY TO 
USE for both the sender and recipient if they are going to be 
adopted. This is particularly important for mobile users who 
receive encrypted emails as a normal part of their work, and for 
users who need to encrypt from a mobile device.
 

The vast majority of communications sent from a typical 
organisation are not encrypted. Our research study into the 
uses of encrypted emails revealed that while 8 out of 10 
financial services organisations send sensitive data outside 
their business daily, 35% say they never secure emails prior  
to sending. 

Despite the fact that most communications are not encrypted, 
there is a significant unmet need to protect communications 
through encryption. Even information that is traditionally 
sent in clear text, such as embargoed press releases, financial 
statements, purchase orders and the like, should be sent in 
such a way as to prevent its unauthorised interception.

Cloud based tools, along with the growing practice of ‘bring 
your own device’ are adding to the problem. For example, 
Dropbox is widely used in organisations (55 million users 
worldwide) yet this can often be without the IT department’s 
knowledge, while personally owned smartphones, tablets 
and laptops can be used to access corporate applications. This 
‘consumerisation’ of IT means that IT is losing control over its 
content, making it ever more important to encrypt as a key 
tool in the prevention of unauthorised access of corporate 
information.

Barriers to encryption

Content encryption solutions are not widely used in many 
organisations, but the reasons are varied.

Many solutions, for example ‘point-to-point’ encryption 
systems, can be complex to use, or are perceived to require a 
high level of disruption to install.

There is a legacy of difficult to use solutions which has led to 
misperceptions that solutions are cumbersome and onerous. 
And while that may not be the case for the current generation 
of secure email solutions, the perception still exists in many 
decision makers.
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2. Communication and content should be encrypted, but often are not
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To add that extra layer of security to your email may seem 
like a daunting and long process but in reality it can be done 
quickly and efficiently. The following are examples of ‘Good 
Practice’ we would recommend adopting as company policy.

• Identify data security as a specific key risk, subject to its own  
 governance, policies, procedures and risk assessment. Avoid  
 treating data security as an IT issue alone by failing to involve  
 staff across the wider business areas.

• Appoint a senior manager with overall responsibility for data  
 security, mandated to manage data security risk assessment. 

• Write out and share your data security policies and procedures  
 to avoid ambiguity or confusion amongst staff and colleagues

• Foster an open, honest culture of communication, making   
 it easy for staff and third parties to report any data security   
 concerns they may have

• Create detailed plans for reacting to data breaches, including  
 how to communicate with affected customers.

• Create training and awareness campaigns, focusing not just  
 on financial crime risks, but on the relevance of data security  
 to the employees’ specific roles.

• Test staff regularly to ensure compliance with relevant   
 policies and procedures. Start on induction with subsequent  
 annual training - is a minimum recommendation laid down  
 by the FCA.

• Review the IT access levels for each role within the   
 organisation, setting out what appropriate w level of IT   
 access  is required for the employee to do their job.

• Provide internet and email access only to employees with   
 genuine business need.

• Ensure business laptops, mobiles, and USBs are subject to   
 data security policies, and are encrypted as standard where  
 containing sensitive data.

• Consider adoption of encryption software designed to   
 protect against data leakage via email.

Should you decide to investigate Secure Email solutions, the 
following points should be factored in to help in the decision 
making process. 

1. Determine your overall encryption plan (e.g. target   
 communications most in need of encryption). One  
 institution who rolled out Origo’s Securemail product chose  
 to set policy whereby all attachments were automatically   
 encrypted by the Securemail Gateway, which negates the   
 need for employee decision making at all. This strategy 
 can be hugely beneficial, as attachments (for example policy 
 statements, bids, tenders, RFIs, customer records) represents  
 the majority of the problem, so automatically securing all   
 attachments goes a long way to addressing the issue.

2. Develop the business case for encryption. For example, many  
 decision makers will understand the case for using a secure  
 email policy, (statutory requirements, protection from data  
 breaches, reputational loss etc) however far fewer will have  
 seen a proactive approach – detailing out  your    
 organisations’s specific needs and benefits to adopting  
 a secure email solution.

3. Understand the consequences of failing to encrypt data  
 – for example reputational loss, fines etc, and ensure your   
 employees know them too. 

4. Create policies focused on protecting content.

Remember, encryption should be part of a wider compliance  
strategy and a key element of every business process.  

If employees are regularly dealing with content that should   
be encrypted when sent externally, automated systems such  
as Origo’s Securemail Gateway can be put in place to handle   
such tasks automatically.

One thing to remember is that it’s not just loss of reputation 
or regulatory fines you avoid by adopting a secure email 
policy, it can offer competitive differentiation and create new 
business opportunities too. 
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3.  Examples of good practice: What you can do now to improve  
 the security of your company’s and customer’s data
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By working with a third party provider who specialises in 
email security you can remove the burden of building a 
costly bespoke solution and you can meet the regulatory 
requirements while protecting that valuable information  
and data.

There are a few options available on the market which can help 
you achieve the desired level of email security required for your 
organisation. 

As the table above shows, there are different methods for 
securing email communications.  Identity Based Encryption 
(IBE) stands out as providing the high level of security needed, 
but also the flexibility to enable organisations and individuals 
to continue to communicate easily and speedily with each 
other through email. 
 
Taking a closer look at IBE there are two key options available 
for deployment of an IBE solution:

A. IBE Desktop  – Ideal for Individuals 
Identity Based Encryption has no infrastructure cost, is 
implemented quickly and easily by an untrained user, and 
requires nothing more than a single click to use. Each time 
a user sends an email they decide whether to send it as an 
unencrypted postcard style email or whether to use email 
encryption to lock the message - the equivalent of putting  
your postcard in a sealed envelope. 
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1. Easy to use

2. Suitable for large scale, frequent use

3. Delivered direct to normal inbox

4. Can be integrated with existing email workflows

5. Quick set up

6. No additional costs as number of recipients grows

7. No prior recipient setup/registration required

8. No long term storage requirements and costs

9. Military strength encryption

10. Provided by a trusted financial services industry body

Checklist





































Traditional PKI 
Based Secure 
Email

Secure  
Webmail

Identity Based 
Encryption Based 
Secure Email

4. The Unipass Securemail Solution: How encryption can provide a practical 

Table 1: Secure email options available
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Email that is encrypted cannot be read by anyone but the 
intended recipient, unless he or she chooses to allow access to 
it.Identity Based Encryption ensures the end user is the only 
one who can open the message even if they’re on the move. 
Essentially their email address is the only key which will turn in 
the lock so you’re protecting sensitive corporate data right to 
the very end of your data/information’s journey. 

When information or data is being transferred, i.e. when it’s 
after it’s been sent but before it’s received, this is when your 
data is most at risk, however inadvertently. Identity Based 
Encryption can be used independently or in conjunction with 
an Encryption Gateway.

B. IBE Gateway – Ideal for Organisations
IBE Encryption Gateway puts encryption and decryption at 
the boundary of the corporate network and is supplied for 
installation on to hardware. 

It can be deployed adjacent to an existing compliance engine 
which decides on the messages to be passed to the Encryption 
Gateway for encryption. Alternatively, it can be deployed in 
the SMTP mail path where the inbuilt rules engine makes 
encryption decisions. 

Unipass Securemail Encryption, which has been specifically 
designed around IBE principles, can be rolled out across 

corporate infrastructures with ease. It can be installed centrally 
by the network administrator or, because it is so easy to use, it 
can be installed by individual users on demand. A web based 
control panel allows the administrator to set policy for both 
network and remote users.

IT departments can enforce and maintain control over 
individual usage of email encryption and it can be configured 
to meet specific requirements to conform to internal policies 
for management and governance of email content.

alice@unipass.co.uk

Hosted Central 
Trust Authority

Unipass Securemail IBE Gateway uses identity based encryption and ‘in-the-cloud’ key 

management to deliver end-to-end email data protection.

Email Encryption Client

Email Encryption Client

Unipass Securemail - Identity Based Encryption (IBE) Desktop

Unipass Securemail - IBE Gateway

bob@email.co.uk

ONLINE/OFFLINE
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The most fundamental principle of encryption is the secure 
exchange of secret keys between sender and receiver. This has 
been a challenge since the earliest systems, and even more 
recently developed systems have struggled to overcome it 
elegantly.

The key exchange used by Unipass Securemail IBE Desktop & 
IBE Gateway has cracked this challenge. It is based on a system 
developed using the latest highly advanced mathematical 
knowledge to create a unique key encapsulation mechanism 
which is coupled with a unique method of separating keys and 
data. Then, going one step further, elliptic curve cryptography 
has been applied. In addition, the technology is based on the 
Advanced Encryption Standard (AES) military-grade security 
which encrypts every email using 2256 possible keys.

This complex and mammoth task can be accomplished in just 
the click of a button, when you use the Unipass Securemail 
service. Email encryption no longer means a big and unwieldy 
change to your IT infrastructure or to the way your people work 
as it is painless to deploy, implement and use. 

Unipass Securemail adds minimal infrastructure cost and 
integrates seamlessly into your existing systems and processes, 
making it easier than ever to protect your data while carrying 
on with your normal business processes.

What makes Unipass Securemail different

Unipass Securemail is brought to you by Origo Services, 
the financial services industry e-commerce standards and 
services body, and it is powered by Trend Micro, one of the 
largest global internet security companies. Origo has been 
working with the financial services industry for 25 years and 
understands how critical data security is to the industry. 

Consequently Origo has partnered with Trend Micro to bring 
you Unipass Securemail with military strength NIST (National 
Institute of Standards and Technology) encryption security 
which can be sent from the user’s own inbox, so they don’t 
have to make any change to how they send or receive emails. 

Currently Unipass Securemail is trusted and used by over 
65,000 registered users and is growing rapidly. The service is 
flexible and scalable, meaning it can be used by organisations 
both large and small. Unipass Securemail has already been 
adopted by some of the leading financial organisations in the 
UK financial market.

To find out why Royal London adopted Unipass Securemail 
read our Case Study – www.origoservices.com/securemail

To find out more about Unipass Securemail please visit: 

www.origoservices.com/securemail
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5. How encryption can provide a practical way forward
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