
How the fraudster gains access 

How you can stop them

For adviser use only

Stopping fraud on  
a client’s account

1  The fraudster hacks a client’s email 
account and researches the information 
collected there.

2  The fraudster impersonates the client 
using collected information (scanned 
documents and correspondence) and 
contacts the adviser to change a bank 
account and arrange a withdrawal.

3  The adviser emails or posts the request 
with an attached signed request using a 
forged signature to Nucleus in good faith.

4  Nucleus considers the signature a good 
match and relies on the adviser’s controls 
to process the payment to the new account.

5  Money is paid to a fraudulent account. 

1  The fraudster hacks a client’s email 
account and researches information 
collected there.

2  The fraudster impersonates the client 
using collected information and contacts 
the adviser to change a bank account 
and arrange a withdrawal.

3  The adviser calls the client on the 
previously verified number to validate 
the request and finds out the client didn’t 
make it.

4  The adviser contacts Nucleus to inform 
them about the attempted fraud.

5  Nucleus places additional security on the 
account and reports attempted fraud to 
Action Fraud. The client’s money is safe.

Nucleus Financial Services Limited (firm number 456117) is authorised and regulated by the Financial Conduct Authority 0149CA.01

You can stop fraudsters from getting access to your client’s money by contacting your client separately on a 
known number to check it’s really them. This flowchart explains this in more detail. 
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