
UK businesses are 
losing an estimated 
£98.6bn to fraud 
every year according 
to recent research 
from accountancy 
firm PKF Littlejohn 
and the Centre 
for Counter Fraud 
Studies.*

To make sure your business has the right controls in place, here 
are some of the  issues to be aware of. Over the page you can 
find more information about how to help protect your clients.

Phishing and vishing
Watch out for phishing (email) and vishing 
(phone) scams from people posing as your 
company suppliers, police or a member 
of staff from your bank. Using social 
engineering techniques they can deceive you 
into revealing your firm’s financial information 
and may even be able to manipulate you into 
changing a payee bank account and redirect 
payments from a genuine supplier account. 

Invoice fraud
Watch out for invoice fraud. Criminals spend 
time targeting companies, researching 
them and observing their relationships with 
other organisations. Your finance team may 
be contacted by a fraudster posing as a 
genuine supplier for example. If you fall for 
invoice fraud, you may not discover it until 
you’re chased by the real supplier for non-
payment. At this point it may be too late to 
recover the funds.

Email links
Do not click on or follow any links contained 
in any unsolicited emails (or on social 
media) you receive and don’t correspond 
with the sender. You’d be vulnerable to 
‘malware’ which is capable of performing 
unauthorised actions on your computer 
(capturing passwords, financial information 
and personal details).

Phone scams
If you offer a call back service to your clients, 
beware of 070 phone scams. Calling back 
these numbers can be expensive, especially 
if a complex product has been targeted in 
order to extend the length of the call. 

Computer security
Keep your computer secure (latest software 
security updates, effective virus protection, 
firewall, deleting suspicious emails without 
reading them). According to leaders in fraud 
prevention Credit Industry Fraud Avoidance 
Service (Cifas), this can stop up to 80% of 
cyber threats.

When using your smartphone or a tablet
• Don’t use the same password for all your 

online accounts

• Public wifi hotspots are like a busy 
public space – your details can be easily 
intercepted – so never visit websites that 
use financial details when logged into 
unsecure wifi

• Use your device’s security features such as 
passwords and pins and lock them when 
you’re not using them

• Fraudsters look for signs that you’re away 
from home, so it’s a good idea (though 
difficult!) not to publicise your holiday and 
travel plans on social media

• It’s also a good idea to avoid giving out 
all your personal details on social media, 
such as date of birth and addresses.

To find out more about protecting your client, take a look over the page.
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* Research published in February 2015 
by accountancy firm PKF Littlejohn and 
the Centre for Counter Fraud Studies at 
the University of Portsmouth.
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How to report fraud

Please report any attempted or successful frauds to ActionFraud – 
www.actionfraud.police.uk – the UK’s national fraud reporting centre. 

Detailed information on what to do if you suspect a pension-scam 
can be found at www.thepensionsregulator.gov.uk/pension-scams.

For more information

Since the introduction of the 
pension reforms in April 2015, 
pension scammers have 
developed new tactics to 
access that money. 

Some scammers are taking as little as 30 
seconds to access a lifetime’s worth of 
pension savings*. 

Here are some scamming approaches to be 
aware of.

Pension reviews
Calling out of the blue, fraudsters offer a free 
pension review (sometimes imitating Pension 
Wise or the Pension Service). They use this 
technique to access details of client assets 
and to target them for other kinds of fraud, 
especially pension liberation fraud.

*Source: www.tradingstandardsecrime.org.uk

Pension liberation fraud
This includes scammers offering chances 
to access pension money before age 55 
(citing a fictitious ‘loophole’) or investments in 
schemes promising unrealistically high levels 
of return. As well as the investment risks and 
high charges that are often a feature, victims 
may also be hit with a 55% tax charge by 
HMRC as in many cases the scam results in 
an unauthorised payment.

Cold calling
The most common scams are unsolicited 
emails (phishing) and cold calls (vishing). 
These are calls from people pretending to 
be from trusted organisations asking for 
financial information.

Boiler room scams
Fraudsters use high-pressure selling tactics 
promising high returns and using threats to 
force action in order to sell worthless or even 
fictitious shares. Victims often end up losing 
their investment.

How to spot phishing emails

It can be difficult spotting a scam email. Here 
are the warning signs to look out for:

• The email contains obvious mistakes

• The tone and format of the email isn’t  
quite right

• The sender’s email address isn’t 
conventional – ie doesn’t end with a ‘.com’ 
‘.co.uk’ or a ‘.org’ 

• The message contains a mismatched  
web address

• You’ve had an urgent withdrawal request 
by email along with a new bank account 
details for the payment

• Your client says they need the money 
immediately due to unusual circumstances

• You receive an internal email requesting a 
bank transfer which doesn’t seem right
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Protecting your  
clients from fraud

Illuminate
Take a look at the compliance and regulation section of Illuminate 
online for the latest on fraud. 

Cifas and ActionFraud

You can find more about identity fraud and how to protect you and 
your business by going to www.cifas.org.uk.

You can also sign up to ActionFraud Alert to receive information  
on the recent scams that may affect you and your clients  
www.actionfraudalert.co.uk.

ID theft and email hijacking are very common 
so always verify requests that involve bank 
account changes, address changes and 
withdrawals by contacting the client on a 
known phone number or address.

Give your client a call on their 
known number just in case.


